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1. Introduction
Mulberry Silverdale Primary is committed to protecting the privacy and security of personal information entrusted to us
by pupils, parents and carers, staff, governors, volunteers, visitors and other members of our school community.

We recognise that individuals have rights in relation to their personal data and that the school has legal responsibilities
when collecting, using, storing and sharing personal information.

This Privacy Policy explains how Mulberry Silverdale Primary, as part of Mulberry Schools Trust, collects, uses, stores,
protects and shares personal information.

It should be read alongside the school's relevant policies and procedures, including:
e Data Protection Policy;
e Records Management and Retention Policy;
e Information Security Policy;
e Safeguarding and Child Protection Policy;
e Online Safety Policy;
e Acceptable Use Policy;
e Confidentiality Policy;
e Freedom of Information Policy;
e Complaints Policy;
e CCTV Policy, where applicable;
e Staff Code of Conduct; and
e relevant Trust policies and procedures.
This policy applies to all personal information processed by or on behalf of the school.

2. Legal framework
Mulberry Silverdale Primary complies with applicable data protection and information governance legislation and
guidance, including:

e UK General Data Protection Regulation (UK GDPR);

e Data Protection Act 2018;

e Data (Use and Access) Act 2025;

e Privacy and Electronic Communications Regulations (PECR), where applicable;

e Freedom of Information Act 2000;

e Education Acts and associated regulations;

e Keeping Children Safe in Education 2026;

e relevant Department for Education data protection guidance; and

e guidance and codes of practice issued by the Information Commissioner's Office (ICO).

The Data (Use and Access) Act 2025 has introduced amendments to the UK's data protection framework. Schools should
therefore ensure that their arrangements for collecting, using, sharing and protecting personal data remain under review.



This policy will be reviewed at least annually and whenever there is a significant change to the way the school processes
personal information.

3. Who is responsible for your information?
Mulberry Schools Trust is responsible for determining how and why personal data is processed within the Trust's schools.

For data protection purposes, the relevant data controller is:

Mulberry Schools Trust

Address: Richard Street, Commercial Road, London, E1 2JP
020 7790 6327

info@mulberryschoolstrust.org
www.mulberryschoolstrust.org

Mulberry Silverdale Primary is part of Mulberry Schools Trust and processes personal data in accordance with the Trust's
data protection arrangements.

The Trust has appointed a Data Protection Officer (DPO).

Data Protection Officer:

Satswana (Colin Howard)
colin.howard@satswana.com dpo@satswana.com
01252 759177

The school's Headteacher is responsible for ensuring that data protection arrangements are implemented effectively
within the school.

All staff have a responsibility to protect personal information and must follow the school's data protection,
confidentiality, information security and safeguarding procedures.

4. What is personal data?
Personal data is information relating to an identified or identifiable individual.

This can include information such as:
e name;
e address;
e telephone number;
e email address;
e date of birth;
e pupil admission number;
e photographs and video recordings;
e attendance information;
e educational records;
e assessment and attainment information;
e behaviour records;
e safeguarding records;
e special educational needs information;

e medical information;
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e emergency contact details;

e family and household information;

e financial information;

e employment information;

e identification documents;

e online identifiers;

e |P addresses;

e information contained within correspondence; and

e information contained within school systems and records.

Some personal data is considered special category data because it is particularly sensitive. This can include information
concerning:

e health;

e disability;

e racial or ethnic origin;

e religious or philosophical beliefs;

e biometric information used for identification; and

e other categories identified in data protection legislation.
Information relating to criminal offences and convictions is also subject to specific legal protections.
The school applies additional safeguards when processing particularly sensitive information.

5. The information we collect
The information we process will depend upon an individual's relationship with the school.

5.1 Pupils
We may collect and process information including:

e pupil and family details;

e admission and registration information;

e attendance and absence;

e assessment and attainment;

e curriculum and educational information;

e behaviour and conduct;

e safeguarding and child protection information;

e special educational needs and disabilities;

e medical and health information;

e allergies, medication and emergency healthcare information;

e photographs and video;



e educational visits and trip information;

e extracurricular and enrichment activities;

e school meal and dietary information;

e transport information, where applicable;

e information relating to children in care or previously in care;
e information relating to early help and support;

e information received from other schools, colleges, local authorities and professionals;
e information relating to online safety;

e information generated through school IT systems;

e information from filtering and monitoring systems;

e communications with parents and carers; and

e information required for statutory returns.

5.2 Parents, carers and family members
We may collect information including:

names;

e addresses;

e telephone numbers;

e email addresses;

e relationship to the pupil;

e parental responsibility information;

e emergency contact information;

e communication preferences;

e information relevant to safeguarding;

e correspondence with the school;

e financial information where relevant; and
e information necessary to provide support or services to families.

5.3 Staff, applicants, volunteers and governors
We may collect information including:

e recruitment information;

e employment records;

e qualifications and professional experience;
e references;

e identity information;

e right-to-work information;



e DBS and safeguarding information;

e training records;

e performance and appraisal information;

e attendance and absence;

e payroll and pension information;

e health information where relevant;

e disciplinary and grievance information;

e professional correspondence;

e photographs and identification information; and

e information required to meet statutory employment and safeguarding obligations.

6. Why we use personal information
The school processes personal information for a range of legitimate and necessary purposes, including:

Education
e providing education and teaching;
e assessing attainment and progress;
e supporting curriculum planning;
e identifying additional needs;
e providing SEND support;
e monitoring attendance and behaviour;
e supporting pupil wellbeing;
e organising educational visits and activities; and
e supporting transition between educational settings.
Safeguarding and welfare
We process information to:
e safeguard children and adults;
e identify children who may require additional support;
e respond to safeguarding concerns;
e make referrals to appropriate services;
e manage child protection records;
e work with children's social care, police, health services and other safeguarding partners;
o fulfil statutory safeguarding responsibilities; and

e promote children's welfare.



Data protection law does not prevent the appropriate sharing of information where this is necessary to safeguard a child.
KCSIE 2026 specifically states that data protection should not be treated as a barrier to necessary safeguarding
information sharing. (GOV.UK)

Administration
We process information to:
e maintain accurate school records;
e manage admissions;
e manage attendance;
e communicate with families;
e administer school meals;
e manage payments and purchasing;
e manage clubs and activities;
e maintain premises and security;
e operate school systems;

e manage staffing; and

comply with legal and financial requirements.
Statutory and regulatory requirements
We process information to meet legal obligations, including providing information to:
e the Department for Education;
e East Sussex County Council;
e Ofsted;
e examination and assessment bodies;
e safeguarding partners;
e NHS and health services where appropriate;
e the police and other law enforcement agencies where legally required or permitted; and
e other public authorities where legislation requires or permits this.

7. Lawful bases for processing
We do not process personal data simply because it is available to us. We must have a lawful basis for processing it.

Depending on the circumstances, the school may rely upon one or more of the following lawful bases:

Legal obligation
Processing is necessary for the school to comply with a legal requirement.

Examples include:
e statutory pupil records;

e attendance;
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e school census information;

e safeguarding duties;

e employment requirements; and
e health and safety requirements.

Public task
Processing is necessary for the school to perform a task in the public interest or in the exercise of official authority.

This is commonly relied upon when providing education and carrying out statutory education functions.

Vital interests
Processing may be necessary to protect someone's life or prevent serious harm where the relevant legal conditions apply.

Contract
Processing may be necessary to enter into or perform a contract.

This may apply to employment and certain services.

Legitimate interests
Where appropriate, the school or another organisation may rely upon legitimate interests where this is lawful and
appropriate, taking into account the rights and interests of the individual.

The school will not rely upon legitimate interests where a different lawful basis is required.

Consent
In some circumstances, the school may ask for consent.

Where consent is used:
e it will be clear what the individual is consenting to;
e consent will be freely given;
e individuals will not normally be disadvantaged for refusing consent where consent is genuinely optional; and
e consent can be withdrawn.
Consent will not be used where another lawful basis is more appropriate.

8. Special category data
Where we process special category data, we will ensure that both a lawful basis under Article 6 UK GDPR and an
appropriate condition under Article 9 UK GDPR are available.

Examples include processing information concerning:

e health;
e disability;
e SEND;

o allergies;

e medication;
e ethnicity;

o religion;

e biometric information; and



e other sensitive information.
Where required, the school will maintain appropriate documentation explaining the additional condition relied upon.

9. Safeguarding and information sharing
Safeguarding is a fundamental responsibility of the school.

Information may be shared without consent where there is a lawful basis for doing so and where sharing is necessary and
proportionate.

This may include sharing information with:
e children's social care;
e the police;
e health professionals;
e East Sussex County Council;
e the Local Authority Designated Officer;
e safeguarding partners;
e other schools or educational settings;
e early help services;
e the courts; and
e other relevant agencies.
Where safeguarding information needs to be shared, staff will consider:
1. whatinformation is needed;
2. who needs to receive it;
3. whyitis needed;
4. whether there is a lawful basis for sharing;
5. whether the sharing is necessary and proportionate; and
6. how the information can be shared securely.
The school will not delay necessary safeguarding action simply because consent cannot be obtained.

The statutory information-sharing framework applicable from September 2026 should also be considered when
determining how relevant information is shared to safeguard children and young people. (GOV.UK)

10. Information shared with the Department for Education
The school is required to provide certain information to the Department for Education (DfE) through statutory data
collections.

This can include information about:
e pupils;
e parents and carers;
e attendance;

e exclusions;
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special educational needs;
assessment and attainment;

school workforce; and

other information required through statutory returns.

The school does not generally require parental consent to provide information where the law requires the information to
be supplied.

The DfE uses information from schools for purposes including funding, education policy, accountability, research and

statistical analysis. (GOV.UK)

The DfE publishes separate privacy information explaining how it processes personal data.

11. Who we share information with

Where lawful and necessary, information may be shared with:

Mulberry Schools Trust;

East Sussex County Council;
Department for Education;
Ofsted;

other schools and educational settings;
children's social care;

health professionals;

NHS services;

police and law enforcement;
safeguarding partners;
education welfare services;
SEND and specialist services;
examination and assessment organisations;
payroll and pension providers;
school meal providers;
transport providers;
educational visit providers;

IT and software providers;
professional advisers;

legal advisers;

insurers;

auditors;

occupational health providers;
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e contracted service providers; and
e other organisations where required or permitted by law.
We only share information that is necessary and proportionate for the relevant purpose.

DfE guidance states that schools should consider the legal basis, purpose, recipient, necessity and security of information
before sharing it.

12. Data processors and contractors
The school uses external organisations to provide certain services.

Examples may include:
e school information management systems;
e communication platforms;
e online learning platforms;
e safeguarding systems;
e payment systems;
e catering;
e clubs and wraparound care;
e [T support;
e website hosting;
e educational software;
e payroll;
e HR services; and
e professional services.

Where an organisation processes personal data on behalf of the school, appropriate contractual arrangements will be put
in place.

Processors will only process personal data in accordance with the school's instructions and applicable data protection
law.

The school will consider data protection risks when procuring new systems and services and, where required, will
complete a Data Protection Impact Assessment (DPIA).

13. Children's personal information
Children have their own data protection rights.

The school recognises that children may have different levels of understanding and will therefore provide privacy
information in an age-appropriate and accessible way.

Children will be encouraged to understand:
e what personal information is;
e why the school needs it;

e who may see it;
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e how itis protected;
e what rights they have; and
e who they can speak to if they have concerns.

The ICO provides specific guidance concerning children's information and the additional considerations that organisatio
should take when processing children's personal data. (ICO)

14. Photographs, video and school publicity
The school may take photographs and record video for purposes including:

e teaching and learning;

e school records;

e displays;

e celebrations and events;

e newsletters;

e the school website;

e social media;

e promotional materials; and

e Trust communications.
The school will determine the appropriate lawful basis for each use.
Where consent is required, appropriate consent will be obtained.

Parents and carers will be informed about the school's arrangements for photographs and video and will have
appropriate opportunities to express their preferences.

The school will take particular care when publishing images of children and will avoid unnecessarily identifying children.

15. CCTV and security systems
Where CCTV is operated, it will be used for legitimate purposes such as:

e safeguarding;
e pupil and staff safety;
e preventing and investigating crime;
e protecting school property;
e managing security; and
e investigating incidents.
CCTV will be operated in accordance with data protection law and the school's CCTV arrangements.

Appropriate signage will be displayed where CCTV is in operation.

ns
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16. Filtering and monitoring
The school operates filtering and monitoring systems to help protect pupils and staff when using school technology.

These systems may process information including:
e usernames;
e device information;
e websites accessed;
e search terms;
e applications used;
e network activity;
e alerts;
e security events; and
e information relating to potential safeguarding concerns.

Filtering and monitoring information may be reviewed by appropriately authorised staff where necessary for
safeguarding, online safety, security or the management of school systems.

The school will ensure that filtering and monitoring arrangements are proportionate, secure and consistent with data
protection requirements.

DfE guidance specifically identifies filtering and monitoring activities as information that should be explained within a
school's privacy arrangements.

17. Data security
We take appropriate technical and organisational measures to protect personal data against:

e unauthorised access;

e accidental loss;

e destruction;

e alteration;

e inappropriate disclosure;

e theft; and

e other unlawful processing.
Security measures may include:

e password protection;

e access controls;

e multi-factor authentication;

e encryption;

e secure networks;

e role-based permissions;

e secure physical storage;



e staff training;
e confidentiality requirements;
e secure disposal;
e monitoring and auditing; and
e appropriate data breach procedures.
Access to personal data will be restricted to people who need it for legitimate school or Trust purposes.

18. Data breaches
A personal data breach may include:

e loss of personal information;

e sending information to the wrong person;
e unauthorised access;

e theft;

e accidental disclosure;

e hacking;

e inappropriate sharing; or

e destruction of personal information.

All suspected breaches must be reported immediately in accordance with the school's Data Protection Policy and data
breach procedure.

The school will assess each breach and, where required, notify:
e the Data Protection Officer;
e the Information Commissioner's Office; and
e affected individuals.
The school will take appropriate steps to reduce the risk of harm and prevent recurrence.

19. How long we keep information
Personal information will only be retained for as long as necessary.

Retention periods will be determined by:
e statutory requirements;
e the DfE Records Management Code of Practice;
e the Trust's retention schedule;
e safeguarding requirements;
e legal requirements;
e contractual requirements;
e operational needs; and

e legitimate school requirements.



Safeguarding and child protection records may need to be retained for significantly longer than routine educational
records.

When information is no longer required, it will be securely destroyed or deleted.

20. International transfers
The school will take appropriate steps where personal data is transferred outside the United Kingdom.

Where required, the school will ensure that appropriate safeguards are in place in accordance with applicable data
protection legislation.

This may include:
e adequacy regulations;
e appropriate contractual safeguards; or
e another lawful transfer mechanism.

21. Individual rights
Individuals have a number of rights under data protection law.

Depending on the circumstances, these include:

Right to be informed

Individuals have the right to understand how their personal information is collected and used.
Right of access

Individuals can request a copy of personal information held about them.

This is known as a Subject Access Request (SAR).

Right to rectification

Individuals can ask for inaccurate or incomplete information to be corrected.

Right to erasure

In certain circumstances, individuals can ask for personal information to be deleted.

This right is not absolute and does not apply where the school has a legal requirement or other lawful reason to retain
information.

Right to restrict processing

In certain circumstances, individuals can ask the school to restrict how their personal information is used.
Right to object

Individuals may have the right to object to certain processing.

Right to data portability

In limited circumstances, individuals may have the right to receive personal data in a structured, commonly used and
machine-readable format.

Rights concerning automated decision-making
Individuals have rights in relation to certain decisions made solely through automated processing.

Not all rights apply in every situation.



The school will explain where an individual's requested right is restricted by law.

22. Requests for personal information
Requests for personal information should be made to the school's Data Protection Officer or the Trust's designated data
protection contact.

Requests can be made verbally or in writing, although the school may need sufficient information to verify the identity of
the requester and locate the relevant information.

The school will respond within the applicable statutory timescales.
Further information about subject access requests and pupils' information is available from the ICO. (ICO)

23. Parental access to children's information
Parents and carers may have rights to access information about their child.

However, a parent or carer's right to information is not absolute.
The school will consider:

e the child's age and understanding;

e the nature of the information;

e the child's wishes and interests;

e parental responsibility;

e confidentiality;

e safeguarding concerns;

e court orders or restrictions; and

e relevant legal requirements.

Where a child is sufficiently mature to understand their rights, the school will consider the child's views when responding
to requests.

24. Accuracy
The school takes reasonable steps to ensure that personal information is:

e accurate;

e complete where necessary;

e up todate; and

e relevant to the purpose for which it is being used.

Parents and carers are encouraged to notify the school promptly when contact details, medical information, emergency
contacts or other relevant information changes.

25. Confidentiality
Staff must maintain appropriate confidentiality when handling personal information.

Information must only be accessed, discussed or shared where there is a legitimate reason to do so.

Confidentiality does not prevent staff from sharing information where this is necessary to safeguard a child or meet
another legal obligation.

Staff must follow the school's Confidentiality Policy and Data Protection Policy.
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26. Staff responsibilities
All staff are responsible for protecting personal information.

Staff must:

only access information they need,

keep passwords secure;

use school-approved systems;

avoid sharing confidential information through personal accounts;
take care when sending emails;

check recipients before sending information;

store information securely;

report data breaches immediately;

follow retention requirements;

complete required data protection training; and

comply with the school's confidentiality and information security procedures.

Failure to follow data protection requirements may result in disciplinary action.

27. Data protection by design
The school will consider data protection and privacy when introducing new systems, processes or services.

Where processing is likely to result in a high risk to individuals, the school will undertake a Data Protection Impact
Assessment (DPIA) before processing begins.

Examples may include:

new technology;

biometric systems;

significant CCTV changes;

new monitoring systems;

large-scale processing of sensitive information; or

new systems involving children's personal data.

28. Data protection training
Staff will receive appropriate data protection training.

Training will cover areas including:

UK GDPR;

confidentiality;
information security;
recognising data breaches;

safe use of email;
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e secure handling of pupil information;
e safeguarding information sharing;
e use of school IT systems;
e filtering and monitoring; and
e reporting concerns.
Additional training will be provided where staff have particular responsibilities.

29. Complaints about data protection
We want to resolve concerns promptly.

If an individual is concerned about how their personal information has been processed, they should first contact:

Data Protection Officer

Satswana (Colin Howard)
colin.howard@satswana.com dpo@satswana.com
01252 759177

The school or Trust will investigate the concern and respond in accordance with its complaints and data protection
procedures.

Individuals also have the right to complain to the Information Commissioner's Office (ICO) if they remain dissatisfied.

Information Commissioner's Office
Whycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Individuals can obtain further information from the ICO's website.

Information Commissioner's Office — Data Protection

30. Freedom of Information
The Freedom of Information Act 2000 provides a separate right of access to recorded information held by public
authorities.

Freedom of Information requests are handled separately from personal data requests.
Requests should be made through the school's established Freedom of Information process.

Personal information about individuals will normally be considered under data protection legislation rather than disclosed
through Freedom of Information.

31. Website and cookies
The school website may use cookies and similar technologies to ensure that the website operates effectively, improve
functionality and understand how the website is used.

Where cookies or similar technologies require consent, appropriate consent mechanisms will be provided.

The school's website arrangements will comply with applicable data protection and electronic communications
requirements.
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32. Changes to this Privacy Policy
This policy will be reviewed:

e atleast annually;
e when there are significant changes to data protection legislation;
e when Trust or school systems change significantly;
e when there are significant changes to the way personal data is processed; or
o following relevant ICO or DfE guidance.
The latest version will be made available through the school website.

Where significant changes affect how personal information is processed, affected individuals will be informed as
appropriate.

DfE guidance recommends that school privacy notices are reviewed at least annually and whenever there is a significant
change to processing. (GOV.UK)

33. Contact details
If you have questions about this Privacy Policy or how Mulberry Silverdale Primary uses personal information, please
contact:

Mulberry Silverdale Primary

Perth Road, St Leonards, TN£7 7EA
Telephone: 01424 448100

Email: office@mulberrysilverdale.org

34. Related documents
This policy should be read alongside:

1. Mulberry Schools Trust Data Protection Policy;
2. Mulberry Silverdale Primary Data Protection Policy;
3. Records Management and Retention Policy;
4. Confidentiality Policy;

5. Information Security Policy;

6. Safeguarding and Child Protection Policy;

7. Online Safety Policy;

8. Acceptable Use Policy;

9. CCTV Policy;

10. Freedom of Information Policy;

11. Complaints Policy; and

12. Data Breach Procedure.
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