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1. Policy aims

This policy has been adopted by Mulberry Silverdale Primary (the school), as part of Mulberry Schools Trust, to support a
consistent and effective approach to online safety. It should be read alongside the Trust’s safeguarding and child
protection policies, relevant school policies and current statutory guidance.

The policy takes account of Keeping Children Safe in Education 2026 (KCSIE), the Early Years Foundation Stage statutory
framework, relevant safeguarding partnership procedures and current Department for Education (DfE) guidance on
filtering and monitoring, mobile phones, online safety and cybersecurity.

The purpose of this policy is to:

e Safeguard and protect all members of the school community when using technology and online services.

e Educate pupils and raise awareness of online safety throughout the school community.

e Enable staff to use technology safely and responsibly, model positive online behaviour and maintain appropriate
professional standards.

e Setout clear procedures for identifying, reporting, recording and responding to online safety concerns.

e Support pupils to develop the knowledge, skills and resilience needed to recognise online risks and seek help.

Online safety risks can be broadly categorised into four areas:

e Content: being exposed to illegal, inappropriate or harmful material.

e Contact: experiencing harmful interaction with other users, including grooming, coercion, harassment or
exploitation.

e Conduct: personal online behaviour that may increase the likelihood of harm to oneself or others, including
bullying, sharing harmful content or non-consensual image sharing.

e Commerce: risks such as online scams, phishing, inappropriate advertising, financial exploitation, online gambling,
sextortion and other forms of online financial harm.

These categories overlap. Online abuse may occur both online and face to face, and concerns may involve several forms
of risk at the same time.

2. Policy scope

The school recognises that online safety is an essential part of safeguarding. The internet and connected technologies—
including computers, tablets, mobile phones, smartwatches, games consoles and other connected devices—are part of
everyday life and can support learning, communication and personal development.

The school will help pupils build resilience and develop age- and ability-appropriate strategies to manage online risks and
respond to concerns.
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This policy applies to:

e All school staff, including the senior leadership team, teachers, support staff, temporary staff, volunteers,
contractors and visitors.

e Trustees and members of the school’s governance arrangements, where relevant to their role.

e  Pupils, parents and carers.

e Otherindividuals or organisations using school systems, devices or premises, where applicable.

The policy applies to use of school networks, systems, accounts and devices, as well as personal devices used in
connection with school activities. It also applies to school-owned or school-provided devices used off site.

The school may respond to online behaviour that takes place outside school where it affects the safety or wellbeing of
pupils, staff or the school community, or where it has a relevant connection to school. Any response will be reasonable,
proportionate and consistent with the school’s published policies and legal responsibilities.

Where an incident occurs outside school, the school will consider whether safeguarding action, support, liaison with
parents or carers, or action under the Behaviour Policy is appropriate. The school will not assume that it has disciplinary
authority over every incident occurring off site.

2.1 Links with other policies and procedures
This policy should be read alongside relevant Trust and school policies and procedures, including:

e Child Protection and Safeguarding Policy.

e Behaviour Policy.

e Preventing Bullying Policy.

e Staff Code of Conduct.

e Staff and pupil Acceptable Use Policies (AUPs).

e Data Protection and information security policies.
e Photography, filming and image-sharing guidance.
e Social media guidance.

e  Curriculum policies, including Computing, PSHE and Relationships Education.
e Searching, screening and confiscation procedures.
e Managing allegations against staff procedures.

2.2 Online safety in community activities, clubs and tuition
When the school hires or lets its premises to organisations or individuals, including community groups, sports associations
and providers of extra-curricular activities, appropriate safeguarding arrangements must be in place.

Where activities are provided by another organisation and are not under the direct supervision or management of school
staff, the school will seek assurance that the provider has appropriate safeguarding and child protection arrangements,
including online safety arrangements. These may include an online safety policy or acceptable-use arrangements, suitable
filtering and monitoring where relevant, and clear expectations for staff, volunteers, children and parents or carers.

Safeguarding arrangements must be addressed in relevant hire, lease or transfer-of-control agreements. The school will
have regard to current DfE guidance on keeping children safe in out-of-school settings.



3. Monitoring and review
This policy will be reviewed at least annually, and sooner where necessary, including following:

e Changes to statutory guidance or national or local safeguarding requirements.

e Significant online safety incidents or identified safeguarding risks.

e Changes to the school’s technical infrastructure, devices, software or working practices.

e Introduction of new or emerging technologies, including generative artificial intelligence (Al).

The school will monitor online safety practice and review the effectiveness of its arrangements. Filtering and monitoring
arrangements will be reviewed in accordance with current DfE standards, with the DSL, senior leadership team and Trust
technical staff working together.

The review will be documented and will consider the school’s risks, systems, devices, locations, users, monitoring
coverage, identified incidents and actions required. Relevant findings and actions will be reported through the school’s
governance and Trust reporting arrangements.

The Principal will be informed of significant online safety concerns. The DSL will ensure that safeguarding concerns are
recorded and acted upon through the school’s safeguarding procedures.

4. Roles and responsibilities
Online safety is a shared responsibility. All members of the school community have a role in promoting safe, respectful
and responsible use of technology.

The DSL has lead responsibility for online safety as part of the school’s safeguarding arrangements. Specific tasks may be
delegated to trained staff, but this does not remove the DSL’s overall responsibility for safeguarding and child protection.

The school will identify the senior leader and governance representative responsible for oversight of filtering and
monitoring, in line with current DfE standards.

4.1 The Board of Trustees and relevant governance representatives will:
Ensure online safety is recognised as a safeguarding matter and is addressed through appropriate Trust and school
policies.

e Seek assurance that suitable filtering and monitoring arrangements are in place and are reviewed for
effectiveness.

e Ensure that responsibilities for online safety, filtering and monitoring are clearly allocated.

e Receive appropriate information about online safety practice, significant incidents, review outcomes and actions
taken.

e Provide challenge and oversight where risks or weaknesses are identified.

4.2 The Principal will:
Ensure online safety is embedded within the school’s whole-school safeguarding approach.

e Ensure relevant policies and procedures reflect online safety risks and expectations.

e  Work with the DSL and Trust ICT Team to ensure filtering and monitoring arrangements are suitable, effective
and reviewed.

e Ensure staff understand the school’s filtering and monitoring arrangements, their responsibilities and how to
report concerns.

e Ensure online safety is taught through a progressive, age- and ability-appropriate curriculum.

e Ensure the DSL and deputies have appropriate time, training and resources.



Ensure that online safety education and support are adapted where necessary for pupils with SEND or other
vulnerabilities.

Ensure staff receive appropriate online safety training and updates.

Ensure there are clear reporting routes for pupils, staff, parents and carers.

Ensure new technology and online services are appropriately assessed before use, including safeguarding, privacy
and data protection considerations.

Communicate with parents and carers about online safety expectations, school systems and pupils’ use of
technology.

Ensure online safety incidents and trends inform school improvement and safeguarding action planning.

4.3 The DSL will:
Act as the named lead for online safeguarding concerns and liaise with staff, parents, carers and external agencies as
appropriate.

Work with deputy DSLs and relevant staff to ensure a coordinated safeguarding response.

Liaise with pastoral staff, the SENDCo, the Designated Teacher for looked-after children, technical staff and other
relevant professionals.

Ensure staff know how to recognise, report and respond to online safety concerns.

Maintain up-to-date knowledge and training in online safety, including filtering and monitoring and risks affecting
vulnerable pupils.

Ensure online safety concerns are recorded, assessed, escalated and followed up in accordance with safeguarding
procedures.

Monitor incident records to identify patterns, repeat concerns or gaps in education and provision.

Ensure relevant information is shared with the Principal and governance arrangements.

Contribute to the annual review of this policy and related procedures.

Promote online safety to parents, carers and the wider community.

4.4 The Trust ICT Team will:
Provide technical advice and support to the DSL and school leadership team.

Implement and maintain appropriate technical security, filtering and monitoring arrangements.

Work with the school to review filtering and monitoring effectiveness and address identified weaknesses.
Maintain and review filtering configurations and relevant technical records.

Ensure safeguarding alerts and concerns identified through technical systems are reported promptly to the DSL
or deputy DSL.

Support the school in meeting current DfE filtering, monitoring and cybersecurity standards.

4.5 All staff will:
Recognise that technology can be involved in safeguarding and wellbeing concerns and that online abuse may occur

alongside face-to-face abuse.

Read and follow this policy, relevant acceptable-use requirements and the Staff Code of Conduct.

Use school systems and data securely and responsibly.

Model safe, respectful and professional online behaviour, including in personal use where this may affect their
professional role.

Integrate online safety messages into teaching and school activities where appropriate.

Supervise pupils’ use of technology in a way that reflects their age, ability and needs.

Use websites, apps and digital resources that have been checked for suitability.

Report online safety concerns promptly through the school’s safeguarding procedures.



e Know how to escalate concerns and where to seek advice.
e Follow school expectations for devices, photography, filming, online communication and remote learning.
e Reinforce online safety expectations during online learning and when pupils use digital resources.

4.6 Pupils will, at a level appropriate to their age and ability:
Participate in online safety education.

e Follow the school’s acceptable-use expectations.

e Treat others respectfully online and offline.

e Protect their own and others’ personal information.

e Tell atrusted adult if something online makes them feel unsafe, worried or uncomfortable.

e Avoid sharing harmful, offensive or private content.

e Understand that the school may respond to online behaviour outside school where it affects safety or the school
community.

4.7 Parents and carers are encouraged to:
Read and support the school’s acceptable-use expectations.

e Discuss online safety with their children and reinforce safe and respectful behaviour at home.
e Model appropriate use of technology and social media.

e Report concerns to the school or appropriate agencies.

e Look out for changes in their child’s behaviour that may indicate online harm.

e Support their child to seek help when something online causes concern.

e Keep informed about emerging technologies and online risks.

5. Education and engagement
5.1 Education for pupils

The school will provide a progressive online safety curriculum that supports pupils to use technology safely, responsibly
and confidently.

Online safety education will:

e Be provided before pupils are given independent access to online services.

e Beincluded in Computing, PSHE and Relationships Education, and reinforced across the curriculum.

e Address the risks of content, contact, conduct and commerce.

e Teach pupils how to evaluate online information, recognise misinformation and check sources.

e Include age- and ability-appropriate teaching about generative Al, including the limitations of Al-generated
content, privacy, accuracy and safe use.

e Teach pupils how to report concerns, block or report users where appropriate, and seek help from trusted adults.

e Be reinforced whenever pupils use the internet or digital technologies.

Pupils will be supported to understand the school’s acceptable-use expectations through age-appropriate explanations,
classroom reminders and resources.

The school will seek pupil voice when reviewing online safety education and practice.



5.2 Vulnerable pupils

The school recognises that some pupils may face increased online risks because of age, disability, SEND, communication
needs, mental health needs, experiences of trauma or loss, looked-after status, English as an additional language, or
other individual circumstances.

The school will:

e Provide differentiated online safety education and support, appropriate to pupils’ age, understanding and
communication needs.

e Consider whether individual pupils require additional support, supervision or adjustments when using
technology.

e  Work with the SENDCo, pastoral staff, the Designated Teacher for looked-after children and other relevant
professionals where appropriate.

e Consider whether filtering, monitoring or access arrangements need to be adapted to meet an individual pupil’s
needs while maintaining safeguarding.

e Recognise that some pupils may have difficulty distinguishing fact from fiction, understanding online relationships
or anticipating the consequences of sharing content.

e Ensure that concerns about vulnerable pupils are considered within the school’s wider safeguarding and support
arrangements.

5.3 Staff training
The school will ensure that staff, relevant volunteers and governance representatives receive appropriate information
and training about online safety.

Training and updates will cover, as appropriate:

e The school’s online safety policy and acceptable-use requirements.

e KCSIE and the school’s safeguarding reporting procedures.

e Online abuse, grooming, exploitation, cyberbullying and child-on-child abuse.

e Filtering and monitoring arrangements, including how to report concerns and respond to alerts.
e Safe use of devices, personal devices, social media and online communication.

e Data protection, cybersecurity and professional conduct.

e Emerging risks, including generative Al and Al-generated or manipulated images.

Online safety training will form part of induction and ongoing safeguarding updates. The school will maintain appropriate
records of training and staff awareness.

5.4 Engagement with parents and carers
The school recognises that parents and carers play an important role in helping children become safe and responsible
users of technology.

The school will support parents and carers by:

e Sharing online safety information and guidance through appropriate communication channels.

e Signposting parents and carers to trusted support and advice.

e Highlighting online safety at relevant school events and transition points.

e Making this policy and acceptable-use expectations available to families.

e Explaining the school’s approach to filtering and monitoring and the types of online activities pupils may
undertake.

e Encouraging parents and carers to discuss online experiences with their children and report concerns.



6. Reducing online risks
The school recognises that online services, apps, devices and risks change rapidly.
The school will:

e Review how online risks are identified, assessed and reduced.

e Assess new technologies and online services before use, considering safeguarding, privacy, data protection, age
suitability and educational value.

e Use appropriate filtering and monitoring arrangements and take reasonable precautions to reduce access to
harmful or inappropriate material.

e Provide education and guidance so that pupils and staff understand expected online behaviour.

e Consider whether new risks arise from Al tools, social media, gaming, messaging services, livestreaming or other
online platforms.

e Ensure that concerns identified through monitoring, reports or incidents are considered in safeguarding and
improvement planning.

No filtering system can guarantee that all unsuitable material will be blocked. Filtering and monitoring must therefore be
supported by supervision, education, clear reporting procedures and effective safeguarding practice.

7. Safe use of technology

7.1 Classroom use

The school uses a range of technologies to support learning, including computers, laptops, tablets, internet services,
learning platforms, email and digital cameras.

All school-owned devices must be used in accordance with the relevant acceptable-use requirements and school security
arrangements.

Staff must check websites, apps and digital resources for suitability before using them with pupils. Pupils” use of
technology must be supervised in a way that reflects their age, ability and needs.

For EYFS and Key Stage 1, internet use will generally involve adult demonstration or directly supervised access to selected
resources appropriate to planned learning.

For Key Stage 2, pupils may use age-appropriate search tools and online resources under staff direction and supervision.

The school will ensure that internet-derived materials are used in accordance with copyright requirements and that
sources are acknowledged where appropriate.

Technical arrangements: The school and Trust ICT Team will maintain accurate information about the mobile device
management, filtering and monitoring systems currently in use. Any references to specific systems, providers or
configurations must be checked and updated before this policy is approved.

7.2 Managing internet access
Users must follow the school’s acceptable-use requirements before accessing school systems or devices.

Access to school systems will be managed according to users’ roles and needs. Accounts will be disabled, amended or
transferred when access is no longer required.

Visitors and temporary users will be given appropriate access arrangements and guidance where they use school systems.



7.3 Filtering and monitoring
The school will work with Mulberry Schools Trust and its technical teams to meet the DfE’s current filtering and
monitoring standards.

Filtering and monitoring arrangements will be proportionate to the school’s context and will seek to protect pupils from
harmful or inappropriate content without unreasonably restricting access to resources needed for teaching and learning.

7.3.1 Governance, review and assurance
The school will ensure that:

e Asenior leader and an appropriate governance representative have responsibility for oversight of filtering and
monitoring.

e The DSL, senior leadership team and Trust ICT Team understand their respective responsibilities.

e Filtering and monitoring are reviewed at least annually and following significant changes, incidents or identified
risks.

e Reviews consider school-owned and school-provided internet-connected devices, relevant locations and, where
applicable, devices used off site.

e The effectiveness of filtering and monitoring is tested and documented.

e Known limitations, gaps in coverage and actions required are recorded and addressed.

e Relevant staff know how to identify and escalate concerns.

e The outcome of reviews and significant actions are reported through the school’s governance and Trust
arrangements.

The school will not rely on filtering and monitoring alone to keep pupils safe. Supervision, education, reporting routes and
safeguarding procedures remain essential.

7.3.2 Filtering
Filtering will be configured to reduce access to illegal, harmful or inappropriate material, taking account of pupils” age and
needs and the school’s risk assessment.

The school and Trust ICT Team will maintain appropriate filtering arrangements and review them in accordance with
current DfE standards.

If a pupil or member of staff encounters material that appears unsuitable, they should:

Stop accessing the material and close the webpage or application if safe to do so.

Avoid sharing, downloading, copying or forwarding the material.

Report the concern promptly to the DSL or deputy DSL and, where appropriate, the Trust ICT Team.
Provide the URL or other relevant information if it can be done safely.

A N

Follow any safeguarding or technical instructions given.

The school will record and respond to filtering breaches and concerns in accordance with its safeguarding and technical
procedures. Parents or carers will be informed where appropriate.

Suspected illegal content will be handled in accordance with safeguarding procedures and referred to the appropriate
agency where required. Staff and pupils must not attempt to investigate or circulate suspected illegal content themselves.



7.3.3 Monitoring
The school will use appropriate monitoring arrangements to help identify safeguarding and security concerns. Monitoring
may include technical alerts, system reports and staff supervision.

The school will ensure that:

e Monitoring arrangements are appropriate to the devices, systems and risks involved.

e Relevant staff understand what monitoring is in place and how concerns should be escalated.

e Alerts and reports are reviewed by designated staff in a timely manner.

e Safeguarding concerns identified through monitoring are referred to the DSL or deputy DSL.

e Monitoring arrangements are reviewed for effectiveness and limitations.

e Users are informed that school systems may be monitored, in accordance with applicable data protection, privacy
and human rights requirements.

Personal devices: The school will clearly explain the extent to which personal devices are filtered or monitored when
connected to school networks or used for school activities. The school will not claim that a device is monitored unless this
has been verified. Any limitations must be understood, risk-assessed and addressed through appropriate safeguards.

7.4 Personal data and online services
Personal data will be collected, processed, stored and shared in accordance with applicable data protection legislation
and the Trust’s data protection policies.

Before a new online service or application is used, the school will consider its educational purpose, safeguarding risks,
data protection implications, age suitability and security. A data protection impact assessment will be completed where
required.

Staff must not enter personal, confidential or sensitive information into unapproved online services or Al tools.

7.5 Security and management of information systems
The school will work with the Trust to maintain appropriate cybersecurity arrangements in line with current DfE standards
and Trust procedures.

Security measures will include, as appropriate:

e Maintaining an accurate inventory of devices and systems with network access.

e Ensuring devices and systems are appropriately configured, updated and protected.
e Using suitable firewalls, malware protection and access controls.

e Ensuring users have access only to the data and systems required for their role.

e Protecting personal data when it is transmitted or accessed remotely.

e Restricting use of portable storage and scanning it for malware where permitted.

e Preventing the installation of unauthorised software.

e Ensuring users lock or log out of unattended devices.

e Reporting suspected phishing, malware, data loss or security incidents promptly.

7.5.1 Passwords and account security
Users must keep passwords private and must not access systems using another person’s account.

The school and Trust will apply appropriate password and authentication requirements, including multi-factor
authentication where required by Trust security arrangements.
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Users must:

e Use strong, unique passwords in accordance with Trust requirements.
o Keep passwords confidential and store them securely.

e Never share accounts or credentials.

e Report suspected account compromise immediately.

e Lock or log out of unattended devices.

Pupil account arrangements will be age- and ability-appropriate and managed in accordance with Trust requirements.

7.6 School website
The school will ensure that published website content complies with relevant DfE requirements, accessibility
expectations, data protection, copyright and privacy requirements.

Personal information about pupils or staff will not be published without appropriate authority and safeguards. Public
contact details will be limited to approved school contact information.

Website administration accounts must be appropriately secured. Safeguarding and online safety information will be made
available to parents and carers through suitable school communication channels.

7.7 Images and videos

Images and videos will be created, stored and shared in accordance with the school’s relevant policies and procedures,
including data protection, photography and image-sharing guidance, acceptable-use requirements and the Staff Code of
Conduct.

Staff must use authorised devices and approved systems when photographing, filming or sharing images of pupils. Images
must not be shared through personal accounts or unapproved services.

7.8 Email and online communication
Use of school email and communication systems must comply with data protection requirements, acceptable-use policies
and the Staff Code of Conduct.

Users must not send abusive, discriminatory, threatening or inappropriate communications. Sensitive or personal
information must only be shared through approved secure methods.

7.8.1 Staff email
Staff must use their school or Trust email account for official school business. Personal email accounts must not be used
for official communications or to share school or pupil information.

Staff should maintain appropriate professional boundaries and consider work-life balance when responding to
communications.

7.8.2 Pupil email
Where pupil email accounts are provided, they will be used for educational purposes and subject to age-appropriate

acceptable-use guidance and supervision.

Pupils will be taught how to communicate safely and respectfully and how to report inappropriate messages.
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7.8.3 Reporting inappropriate communications

Any member of the school community who receives an offensive, threatening or otherwise concerning communication
connected to school should report it promptly to the DSL or appropriate member of staff. Safeguarding concerns will be
recorded and managed through the school’s safeguarding procedures.

The school will identify and publish the current approved contact route for reporting online safety and pastoral concerns.

7.9 Live-streaming and remote learning
Where live-streaming or remote learning is used, the school will consider accessibility, safeguarding, privacy and the
availability of suitable technology.

The school will:

e Use approved platforms and ensure staff are trained.

e Risk-assess the platform and the proposed activity.

e Consider whether chat, recording, video or other interactive functions should be disabled or restricted.
e Set clear expectations for pupils’ behaviour and participation.

e Provide alternative arrangements where pupils cannot access the technology.

e Ensure that recordings, where permitted, are stored and shared securely.

e Follow the Trust’s acceptable-use and remote-learning procedures.

The school will not assume that filtering and monitoring will prevent inappropriate content or interactions during a live
event.

7.10 Content from external providers
Before directing pupils to online content or live-streamed events provided by external organisations, staff will check its
suitability and consider how interactions will be managed.

For live events, staff will consider whether content and interactions can be monitored or moderated and will provide
appropriate supervision.

7.11 One-to-one video calls with pupils
One-to-one video calls with pupils may only take place where there is a clear educational, pastoral or safeguarding
purpose and the arrangement has been appropriately risk-assessed and authorised.

The school will follow Trust procedures for parental communication, staff visibility, recording, confidentiality and
safeguarding. Where appropriate, a second member of staff will be present or have oversight of the session. Any
exceptions, such as confidential counselling, must follow approved safeguarding arrangements.

7.12 Learning platforms and educational applications
The school uses approved learning platforms and applications to support teaching, learning and communication. The list
of current platforms must be maintained and checked before this policy is approved.

The school will ensure that:

e Platforms are approved for school use and assessed for safeguarding and data protection risks.
e Access is restricted to authorised users.

e Staff and pupils understand acceptable conduct and use.

e Content and communication features are monitored appropriately.

e Accounts are disabled or amended when users leave or no longer require access.
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e Concerns about content or communication are reported and managed through school procedures.
e Inappropriate content is removed or access restricted where appropriate.
e Suspected illegal content is managed through safeguarding procedures and not copied or circulated.

7.13 Applications used to record pupils’ progress
Applications used to record pupils’ progress, attainment, personal information or images must be approved by the school
and used in accordance with data protection and Trust requirements.

Staff must:

e Use authorised accounts and devices.

e Avoid using personal devices to access, record or upload pupils’ personal information or images unless expressly
authorised under an approved procedure.

e Ensure data is stored and shared securely.

e Follow requirements for passwords, access controls and logging out.

e Ensure parents and carers receive appropriate information about any systems they are asked to use.

8. Social media
Staff and other members of the school community must use social media in a way that protects pupils, maintains
professional boundaries and does not compromise the school’s reputation or safeguarding responsibilities.

Staff must not use personal social media accounts to communicate privately with pupils or share pupil information or
images.

Further expectations are set out in the Trust’s current Staff Code of Conduct, social media guidance and acceptable-use
policies.

9. Personal devices and mobile phones
The school recognises that personal devices are widely used, but they must not compromise safeguarding, learning,
privacy or professional boundaries.

9.1 Pupil mobile phones

In line with the school’s mobile-phone arrangements and current DfE statutory guidance, pupils must not use mobile
phones during the school day, including during lessons, between lessons, breaks and lunchtime, unless an authorised
exception applies.

GOV.UK
The school will set out arrangements for:

e  Whether pupils may bring phones onto the premises.

e  Where and how phones must be stored.

e How authorised exceptions are agreed and supervised.

e Reasonable adjustments or individual arrangements where required.
e What happens if a pupil uses a phone without permission.

e How parents and carers should contact pupils during the school day.

Pupils must not use phones, smartwatches or other personal devices to photograph, film, record or contact others during
the school day unless specifically authorised.
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9.2 Smartwatches and other connected devices
Smartwatches and other connected devices must not be used to message, call, record, photograph, access social media
or otherwise bypass the school’s mobile-phone expectations.

Where a pupil requires a device for a medical, accessibility or other agreed reason, arrangements will be agreed with the
school and recorded as appropriate.

9.3 Staff personal devices
Staff must follow the Staff Code of Conduct and acceptable-use requirements when bringing or using personal devices on
school premises.

Personal devices must not be used to photograph, film or record pupils, or to store or transmit pupil information, except
where expressly authorised under an approved school procedure.

Staff must maintain professional boundaries and must not communicate with pupils through personal accounts or private
messaging services.

9.4 Other members of the school community
Parents, carers, visitors and contractors must respect school expectations for mobile phones, photography, filming and
recording, particularly in classrooms, toilets, changing areas and the swimming pool.

No person may take or share images or recordings of pupils without appropriate authorisation.

9.5 School-provided mobile phones and devices
School-provided phones and devices must:

e Be used only for authorised school purposes.

e Be protected by appropriate passcodes and security settings.

e Be used in accordance with acceptable-use and safeguarding requirements.
e Be stored securely and reported promptly if lost, stolen or compromised.

Where school phones are provided to breakfast, after-school or other school activities, the school will ensure that
approved contact details and safe communication arrangements are in place.

10. Responding to online safety incidents and concerns
All members of the school community must know how to report online safety concerns, including concerns involving:

e Harmful or illegal content.

e Grooming, exploitation or online abuse.

e Cyberbullying or harassment.

e Child-on-child abuse, including online sexual harassment.

e Sharing or threatened sharing of nude or semi-nude images.
e Suspected indecent images of children.

e Harmful online challenges or coercive behaviour.

e Cybercrime, scams or threats.

e Online radicalisation or extremist content.

e Inappropriate use of school systems or personal devices.

Concerns must be reported promptly to the DSL or deputy DSL and managed in accordance with the school’s Child
Protection and Safeguarding Policy.
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Where a child is in immediate danger, staff must contact emergency services as appropriate. Staff must not investigate
suspected criminal activity themselves or share harmful or illegal content.

The school will consider the safety and wellbeing of all children involved, record actions taken and refer to external
agencies where required.

11. Responding to specific online incidents

11.1 Child-on-child online sexual violence and sexual harassment

The school recognises that sexual violence and sexual harassment between children can occur online and offline. Staff
must maintain an attitude that such behaviour may happen and must report concerns promptly.

Examples include:

¢ Unwanted sexual messages or comments.

e Non-consensual sharing or threatened sharing of nude or semi-nude images.
e Sexualised bullying or harassment.

e Upskirting or recording intimate images without consent.

e Online coercion, threats or exploitation.

e Al-generated or manipulated sexual images involving pupils.

All concerns must be referred to the DSL or deputy DSL and managed in line with KCSIE 2026, the Child Protection and
Safeguarding Policy and relevant procedures.

The school will:

e Take concerns seriously and respond promptly.

e Assess risk and consider the needs and safety of all children involved.

e Provide appropriate safeguarding, pastoral and practical support.

e Consider whether parents or carers should be informed, taking account of safeguarding risks.
e Consider referrals to children’s social care, police or other agencies where appropriate.

e Apply the Behaviour Policy where appropriate and proportionate.

e  Work with other schools or settings where children from more than one setting are involved.
e Review the response and any further support or action required.

Where a criminal offence may have occurred, the DSL will seek advice from the police or relevant agencies before taking

steps that could compromise an investigation.

11.2 Sharing nude or semi-nude images
The school treats concerns involving nude or semi-nude images of children as safeguarding matters. The DSL or deputy
DSL will manage the response in accordance with current UKCIS guidance and safeguarding procedures.

Staff must not:

e Aska child to send or forward an image.

e Share, copy, save or distribute suspected indecent images of children.
e Deliberately search for or view such images.

e Ask other pupils to show or circulate the images.

In most cases, staff should not view the image. If there is an exceptional safeguarding reason to view it, this must be
managed by the DSL or deputy DSL in accordance with current guidance and documented appropriately.
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If an incident is reported, the school will:

e Notify the DSL or deputy DSL promptly.

e Assess the immediate safety and wellbeing of the children involved.

e Follow current UKCIS guidance and the school’s safeguarding procedures.

e Avoid copying, forwarding or circulating the image.

e Secure any relevant device where necessary and seek advice before accessing or handling content.
e Consider whether referrals to children’s social care, police or other agencies are required.

e Inform parents or carers where appropriate and safe to do so.

e Provide appropriate pastoral support and signpost to relevant support services.

e Consider removal or deletion only in accordance with guidance and any police or agency advice.

e Record decisions, actions and reasons.

The school will not take action that could place a child at further risk or compromise an investigation.

11.3 Online child sexual abuse and exploitation
The school recognises that children may be targeted online for sexual abuse, grooming, coercion, trafficking or criminal
exploitation, including exploitation connected to county lines.

Staff will report concerns immediately to the DSL or deputy DSL.
The school will:

e Follow safeguarding procedures and consider immediate safety.

e Make referrals to children’s social care and/or police where appropriate.

e Seek advice from relevant agencies where the appropriate response is unclear.
e Consider the child’s vulnerabilities and any additional support required.

e Inform parents or carers where appropriate and safe.

e Record actions and decisions.

e Provide support and follow-up for the child.

Concerns will be responded to whether they arise on or off the school premises, or involve school-owned, personal or
other devices.

11.4 Indecent images of children
Any concern involving suspected indecent images of children must be referred immediately to the DSL or deputy DSL.

Staff must not download, copy, forward, save or circulate suspected illegal images. Devices or systems must be handled in
accordance with safeguarding and police advice.

The school will:

e Follow its Child Protection and Safeguarding Policy and relevant procedures.

e Contact police or other appropriate agencies where required.

e Secure relevant devices or accounts where necessary, without attempting to investigate the content.

e Preserve information needed for safeguarding or an investigation, following professional advice.

e Ensure any required reporting is completed.

e Manage concerns involving staff under the school’s managing allegations procedures, including referral to the
Local Authority Designated Officer (LADO) where appropriate.
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11.5 Cyberbullying

Cyberbullying and other forms of online bullying will not be tolerated. The school will respond in accordance with the
Behaviour Policy, Preventing Bullying Policy and safeguarding procedures. The response will consider the impact on the
child, the nature and severity of the behaviour, whether it is repeated, and whether there are wider safeguarding
concerns.

The school may respond to relevant incidents occurring outside school where they affect pupils’ safety or wellbeing or
the school community.

11.6 Cybercrime
The school recognises that pupils may engage in cyber-dependent activities that are illegal or harmful, either deliberately
or without fully understanding the consequences.

Where concerns arise, the DSL or deputy DSL will consider the safeguarding context and seek advice from appropriate
agencies, including the Cyber Choices programme where relevant.

The school will distinguish between curiosity or lack of understanding and deliberate harmful behaviour, while ensuring
that risks are addressed and appropriate action is taken.

11.7 Online hate
Online hate, discriminatory abuse or harassment directed towards or posted by members of the school community will
be addressed in accordance with the Behaviour Policy, Preventing Bullying Policy and safeguarding procedures.

Where a criminal offence is suspected, the school will seek advice from or refer the matter to the police as appropriate.

11.8 Online radicalisation and extremism
The school recognises that the internet may be used to promote extremist views or to attempt to radicalise children.

Concerns that a pupil may be at risk of radicalisation online must be reported immediately to the DSL or deputy DSL and
managed in accordance with the school’s safeguarding and Prevent procedures.

The school will use appropriate filtering, monitoring, education and safeguarding measures to reduce risk. Concerns
involving staff or other adults will be managed through the relevant safeguarding and allegations procedures.

12. Useful links and resources
The school will maintain a current list of trusted online safety resources for staff, pupils and parents or carers. Links
should be checked periodically to ensure they remain accurate and relevant.

e Pan-Sussex safeguarding procedures: Sussex Child Protection and Safeguarding Procedures
e Sussex Police: Sussex Police Emergency: 999. Non-emergency: 101.

e CEOP / Thinkuknow: Thinkuknow

e Childnet: Childnet

e Internet Matters: Internet Matters

e Internet Watch Foundation: Internet Watch Foundation

e NSPCC: NSPCC

e Childline: Childline

e UK Safer Internet Centre: UK Safer Internet Centre

e Sharing nudes and semi-nudes guidance: UKCIS guidance

e DfE filtering and monitoring standards: Filtering and monitoring standards
e DfE mobile-phone guidance: Mobile phones in schools
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