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1. Introduction
Mulberry Silverdale Primary is committed to creating a safe, respectful and professional environment in which pupils,
families and staff can have confidence that information shared with the school will be handled appropriately.

Confidentiality is an essential part of professional practice. Staff and other adults working within the school will routinely
have access to personal, sensitive and confidential information relating to pupils, families, colleagues and the operation of
the school.

This policy sets out the expectations for maintaining confidentiality and explains when information may, or must, be
shared.

This policy should be read alongside the relevant Mulberry Schools Trust policies, particularly the Data Protection Policy,
Privacy Policy, Code of Conduct, Child Protection and Safeguarding Policy, Whistleblowing Policy, Media Handling Policy
and relevant information-security procedures. The Trust identifies confidentiality and appropriate handling of personal
information as responsibilities of all colleagues. (Mulberry Schools Trust)

2. Purpose
The purpose of this policy is to ensure that:

e confidential information is treated with respect and handled appropriately;

e pupils, parents/carers and staff understand that information will normally be treated confidentially;

e information is only accessed, used or shared when there is a legitimate reason to do so;

e staff understand their professional responsibilities;

e confidential information is stored and communicated securely;

e safeguarding concerns are shared promptly and appropriately;

e the school complies with relevant data protection and information-sharing requirements;

e information is not discussed in inappropriate places or with people who do not have a legitimate need to know;
e staff understand that confidentiality continues after their employment or association with the school ends.

3. Scope
This policy applies to everyone working for, volunteering at, governing or otherwise representing Mulberry Silverdale
Primary, including:

e teachers;

e teaching assistants and support staff;

e the Principal and senior leaders;

e office and administration staff;

e premises, cleaning and catering staff;

e temporary and agency staff;

e supply teachers;

e volunteers;

e students and trainees;

e governors and trustees;

e contractors and external professionals;
e visitors where they have access to confidential information.


https://mulberryschoolstrust.org/governance/trust-policies/?utm_source=chatgpt.com

It applies to information obtained through:

e conversations;

e meetings;

e telephone calls;

e emails;

e electronic systems;

e CPOMS and safeguarding records;
e pupil records;

e educational records;

e SEND and medical information;

e staff records;

e paper documents;

e photographs and videos;

e social media;

e messaging platforms;

e professional observations;

e information received from external agencies.

4. Relationship with Data Protection
Confidentiality is closely connected to, but is not the same as, data protection.

The Mulberry Schools Trust is responsible for ensuring that personal data is processed in accordance with applicable data
protection legislation. The Trust's Data Protection Policy states that personal information relating to staff, pupils,
parents/carers, governors, visitors and others must be collected, stored and processed in accordance with UK data
protection law. (Mulberry Schools Trust)

The school will comply with:

e UK General Data Protection Regulation (UK GDPR);

e Data Protection Act 2018;

e Data (Use and Access) Act 2025, where applicable;

e Education (Pupil Information) (England) Regulations 2005;

e Freedom of Information Act 2000;

e relevant statutory guidance issued by the Department for Education;
e guidance issued by the Information Commissioner's Office (ICO);

e Keeping Children Safe in Education 2026;

e relevant safeguarding and information-sharing guidance.

The Department for Education states that schools must have appropriate data protection policies and procedures and
must be able to demonstrate compliance with data protection law. (GOV.UK)

5. What is Confidential Information?
Confidential information is information that is not intended to be shared generally and which is obtained because of a
person's role within the school.

This may include, but is not limited to:


https://mulberryschoolstrust.org/document/data-protection-policy/?utm_source=chatgpt.com
https://www.gov.uk/guidance/data-protection-in-schools/data-protection-policies-and-procedures?utm_source=chatgpt.com

Pupil information

e safeguarding concerns;

e disclosures made by pupils;

e information held on CPOMS;

e social care information;

e child protection information;

e SEND information;

e EHCP information;

e medical information;

e attendance information;

e behaviour information;

e family circumstances;

e educational assessments and reports;

e information about a pupil's home circumstances;
e information relating to another pupil or family.

Parent and family information

e personal circumstances;

e contact details;

e financial circumstances;

e family relationships;

e information shared during meetings;

e complaints and concerns;

e information provided to support a child's education or welfare.

Staff information

e personal circumstances;

e sickness and absence information;

e performance and appraisal information;
e disciplinary matters;

e grievances;

e safeguarding allegations or concerns;

e recruitment information;

e references;

e salary and financial information;

e occupational health information.

School and Trust information

confidential leadership discussions;

e staffing matters;

e governors' or trustees' confidential discussions;
e financial or commercial information;

e information relating to legal matters;

e information received from external agencies;



e information that has been specifically identified as confidential.

6. The Need-to-Know Principle
Confidential information should only be shared with people who have a legitimate professional need to know the
information.

Having access to information does not mean that a person is entitled to discuss or share it.
Staff should ask themselves:

Do | need this information to carry out my role?

Does the person | am speaking to need to know it?

Is there a lawful and appropriate reason for sharing it?
Am | sharing the minimum information necessary?
Am | using a secure method of communication?

A N .

Where the answer to these questions is unclear, staff should seek advice from a member of the Senior Leadership Team,
the Designated Safeguarding Lead (DSL), Data Protection Officer or other appropriate person.

7. Confidentiality and Safeguarding
Confidentiality must never prevent information being shared when this is necessary to protect a child or another person
from harm.

Keeping Children Safe in Education 2026 makes clear that safeguarding is everyone's responsibility and that information
must be shared and recorded when necessary to protect a child. (GOV.UK)

Staff must therefore never promise a pupil, parent/carer or colleague that information will be kept secret if there is a
possibility that the information needs to be shared to safeguard someone.

For example, staff should not say:
"l promise | won't tell anyone."

Instead, staff should explain that they will listen and will only share information with those who need to know in order to
help keep the person safe.

Where a pupil makes a disclosure or a member of staff becomes concerned about a child's welfare:

o listen carefully;

e remain calm;

¢ do notinvestigate;

e donot ask unnecessary or leading questions;

e do not promise confidentiality;

e record the concern accurately;

e report the concern to the DSL or Deputy DSL without delay;
e follow the school's Child Protection and Safeguarding Policy.

The school's safeguarding arrangements recognise that information sharing is an essential part of protecting children and
working effectively with families and external agencies. (Mulberry Silverdale)



https://www.gov.uk/government/publications/keeping-children-safe-in-education--2/part-one-overview-for-all-staff?utm_source=chatgpt.com
https://mulberrysilverdale.org/safeguarding/?utm_source=chatgpt.com

8. Information Sharing
Information should be shared where there is a legitimate reason and an appropriate lawful basis.

This may include sharing information with:

e parents/carers where appropriate;
e members of school staff;

e the Mulberry Schools Trust;

e the DSL or safeguarding team;

e social care;

e the police;

e health professionals;

e East Sussex County Council;

e other education settings;

e SEND professionals;

e educational psychologists;

e external support agencies;

e other professionals involved in supporting a child.

The school will share information proportionately and securely.

DfE guidance confirms that consent is not normally required where personal information needs to be shared for
safeguarding purposes. The DSL should determine whether safeguarding information needs to be shared and ensure that
appropriate records are maintained. (GOV.UK)

Staff should not refuse to share safeguarding information simply because they believe that data protection legislation
prevents them from doing so.

Where staff are unsure whether information should be shared, they should seek advice from the DSL or an appropriate
senior leader immediately.

9. Confidentiality in the Classroom
Staff must be particularly careful when discussing individual pupils in areas where conversations may be overheard.

Staff should not:

e discuss individual pupils in corridors;

e discuss pupils in front of other parents/carers;

e discuss a pupil's personal circumstances in front of other pupils;

e discuss SEND, medical or safeguarding information where it can be overheard;

e |eave confidential information visible on classroom displays or desks;

e discuss confidential matters in staffrooms where visitors or pupils may be present.

Where information needs to be shared with another member of staff, this should be done privately or through an
appropriate secure communication system.


https://www.gov.uk/guidance/data-protection-in-schools/sharing-personal-data?utm_source=chatgpt.com

10. Confidentiality in the School Office and Reception
The school office is a busy environment in which confidential information may be discussed regularly.

Office staff and other colleagues should take reasonable steps to ensure that confidential conversations cannot be
overheard by:

e pupils;
e parents/carers;
e visitors;

e contractors;
e other members of the public.

Where necessary, sensitive conversations should be moved to an appropriate private space.
Computer screens containing personal information should not be left visible to unauthorised people.
Paper records should not be left unattended on desks, printers, photocopiers or reception counters.

11. Telephone Conversations
Staff should take reasonable steps to confirm the identity of a caller before releasing personal information.

Information should not be provided over the telephone simply because the caller states that they are a parent, carer or
professional.

Where there is any doubt about identity or authority, staff should:

e ask appropriate security questions;

e take the caller's details;

e explain that the information cannot be released immediately;
e seek advice from the appropriate member of staff.

Particular care should be taken with safeguarding, medical, SEND and family information.

12. Email and Electronic Communication
Confidential information must only be shared using school-approved systems and secure methods.

Staff should:

e use their school email account for school business;

e check recipients carefully before sending emails;

e avoid sending confidential information to personal email accounts;
e use secure or encrypted methods where required;

e avoid unnecessary inclusion of personal information;

e check attachments before sending;

e use appropriate password protection where required;

e report accidental disclosure immediately.

Staff should not use personal messaging accounts, personal email addresses or unapproved applications to share
confidential pupil or staff information.



The school will follow the Trust's information-security and data-protection arrangements.

13. Messaging and Social Media
Confidential school information must never be shared through personal social-media accounts.

Staff must not:

e discuss pupils or families on social media;

e share screenshots of school systems;

e share photographs or videos containing confidential information;

e discuss confidential staff matters online;

e post information that could identify a pupil involved in a safeguarding matter;
e participate in online discussions about individual pupils or families.

This applies even where an account is private.
Staff should follow the Mulberry Schools Trust Code of Conduct and Media Handling Policy where applicable. The Trust's

policies establish expectations around appropriate professional conduct and the handling of personal and confidential
information. (Mulberry Schools Trust)

14. Staff Meetings and Professional Discussions
Staff meetings are an important part of effective professional practice, but information discussed during meetings may be
confidential.

Staff must:

e only discuss information relevant to their professional role;

e ensure that discussions cannot be overheard by unauthorised people;

e avoid discussing confidential matters outside the appropriate professional context;
e keep meeting papers secure;

e dispose of confidential notes appropriately.

Information about individual pupils should only be shared where this contributes to supporting the pupil, safeguarding
them or fulfilling the professional responsibilities of those present.

15. Safeguarding Meetings and Records
Safeguarding information is particularly sensitive.

Staff must:

e only access safeguarding records where there is a legitimate professional reason;
e never search CPOMS or other safeguarding systems out of curiosity;

e never share screenshots or copies of safeguarding records without authorisation;
e keep safeguarding records secure;

e report concerns through the school's established safeguarding procedures.

Safeguarding records must contain clear, factual information, including relevant actions, decisions and outcomes. KCSIE
2026 emphasises the importance of accurate record keeping and appropriate information sharing. (GOV.UK)


https://mulberryschoolstrust.org/wp-content/uploads/2022/12/Code-of-Conduct-Policy.pdf?utm_source=chatgpt.com
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2/part-one-overview-for-all-staff?utm_source=chatgpt.com

16. SEND and Medical Information
SEND, medical and other special-category information must be handled with particular care.

Staff should only access or share such information where it is necessary to:

e meet the child's educational needs;

e keep the child or others safe;

e implement reasonable adjustments;

e deliver an EHCP or other support;

e provide appropriate medical care;

o fulfil a legal or professional responsibility.

Information should be shared on a need-to-know basis and in accordance with the school's SEND, medical and data
protection procedures.

17. Photographs and Videos
Photographs and videos of pupils can contain personal information and must be handled appropriately.

Staff must follow the school's procedures regarding:

e parental/carer permissions where required;
e educational photography;

e school events;

e CCTV;

e publication on the school website;

e social media;

e school newsletters;

e internal communications.

Photographs or videos must not be stored on personal devices unless specifically authorised under school procedures.

DfE data protection guidance recognises photographs and videos as an area requiring appropriate consideration within
school data-protection arrangements. (GOV.UK)

18. Parents and Carers
Parents and carers have an important relationship with the school and should be provided with appropriate information
about their own child.

However, confidentiality means that information about:

e another pupil;

e another family;

e another member of staff;

e safeguarding matters;

e confidential school business

must not be disclosed without an appropriate lawful basis and authorisation.


https://www.gov.uk/guidance/data-protection-in-schools/updates?utm_source=chatgpt.com

For example, staff should not disclose:

"Another child in the class has been suspended because..."

or:

"The reason that another pupil receives additional support is..."

Instead, staff should focus on the information that relates directly to the parent's or carer's own child.

19. Requests for Information
Staff should not independently respond to formal requests for confidential information, including:

e Subject Access Requests;

e Freedom of Information requests;

e requests for educational records;

e requests from solicitors;

e requests from the media;

e requests from external organisations;
e requests for safeguarding records.

Such requests should be referred to the appropriate member of the Senior Leadership Team, Trust or Data Protection
Officer.

The school's response will be managed in accordance with the relevant legislation and Mulberry Schools Trust policies.

20. Freedom of Information
The school recognises that confidentiality does not mean that all information held by the school is automatically exempt
from disclosure.

The school will respond to Freedom of Information requests in accordance with the Freedom of Information Act 2000 and
the Mulberry Schools Trust Freedom of Information Policy.

Staff should refer requests to the appropriate person rather than making decisions about disclosure themselves.

21. Visitors, Volunteers and Contractors
Visitors, volunteers, students and contractors may become aware of confidential information while working in school.

They are expected to:

e respect confidentiality;

e only access information necessary for their role;

e follow school instructions;

e not discuss pupils or families outside school;

e not photograph or record pupils unless authorised;
e report concerns appropriately.

Where appropriate, confidentiality requirements should be made clear before access to confidential information is
provided.
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22. Governors and Trustees
Governors and trustees may receive confidential information as part of their responsibilities.

Confidential information obtained through governance activity must not be disclosed outside the appropriate governance

arrangements unless:

e thereis a lawful basis for doing so;

e disclosure is required by law;

e disclosure is necessary for safeguarding;

e disclosure has been authorised by the appropriate person.

Confidentiality requirements continue after a person's period of office ends.

The Mulberry Schools Trust operates within a defined governance framework, with Local Governing Bodies providing
local oversight within the wider Trust structure. (Mulberry Schools Trust)

23. Recording and Storage of Information
Confidential information must be stored securely.

This includes:

e |ocking paper records away when not in use;

e using secure school systems;

e protecting passwords;

e |ocking computer screens when unattended;

e ensuring confidential documents are not left on printers;
e disposing of confidential waste securely;

e following Trust retention and disposal arrangements.

Personal data should not be retained indefinitely. DfE guidance states that schools should retain information only for as
long as necessary and should safely dispose of information that is no longer required. (GOV.UK)

24. Working from Home or Away from School

Where staff are authorised to work with school information away from school, they must maintain the same standards of

confidentiality.
Staff must ensure that:

e confidential documents cannot be viewed by others;

e school devices are protected;

e conversations cannot be overheard;

e documents are not left unattended;

e information is not stored on personal devices unless authorised;
e confidential paperwork is transported securely.

11


https://mulberryschoolstrust.org/local-governing-bodies/?utm_source=chatgpt.com
https://www.gov.uk/guidance/data-protection-in-schools/record-keeping-and-management?utm_source=chatgpt.com

25. Breaches of Confidentiality
A breach may include:

e discussing confidential information with an unauthorised person;

e sending an email to the wrong recipient;

e |osing confidential paperwork;

e leaving confidential information visible;

e sharing information on social media;

e accessing records without a legitimate reason;

e discussing a pupil or family outside an appropriate professional setting;
e sharing photographs or videos without authorisation;

e using personal devices or accounts inappropriately.

All actual or suspected breaches must be reported immediately to the appropriate senior leader and/or the school's Data
Protection Officer in accordance with Trust procedures.

Where a breach involves safeguarding information, the DSL must be informed immediately.

The Trust will assess whether the incident constitutes a personal data breach and whether further action, including
notification to the ICO, is required.

26. Confidentiality and Whistleblowing
Confidentiality must not prevent a member of staff from raising a genuine concern about:

e safeguarding;

e abuse or neglect;

o illegal activity;

e serious misconduct;

e unsafe practice;

e discrimination;

e corruption;

e serious breaches of policy.

Staff should follow the Mulberry Schools Trust Whistleblowing Policy where appropriate.

The Trust's governance framework includes a Whistleblowing Policy and expects staff and governors to uphold high
standards of integrity, accountability and openness. (Mulberry Schools Trust)

27. Confidentiality After Leaving the School
The duty to maintain confidentiality does not end when an individual's employment, placement, volunteer role,
governance role or contract with the school ends.

Former staff, volunteers, governors, contractors and others must not disclose confidential information obtained through
their work with the school unless legally authorised or required to do so.

12


https://mulberryschoolstrust.org/governance/trust-policies/?utm_source=chatgpt.com

28. Professional Conduct
Failure to maintain confidentiality may constitute a breach of professional conduct.

Depending on the circumstances, a breach may result in:

e further training;

e management action;

e investigation;

e disciplinary action;

e referral to the Trust;

e referral to a professional body;

e referral to the police or other authority where appropriate.

The response will be proportionate to the circumstances and take account of the nature and seriousness of the breach.

29. Responsibilities
Principal
The Principal is responsible for ensuring that:

e this policy is implemented;

e staff understand their confidentiality responsibilities;

e appropriate systems are in place;

e confidentiality concerns are addressed;

e safeguarding and data-protection responsibilities are coordinated.

Designated Safeguarding Lead
The DSL is responsible for ensuring that:

e safeguarding information is appropriately shared;

e staff understand that safeguarding overrides inappropriate secrecy;
e safeguarding records are appropriately maintained;

e safeguarding concerns are escalated where necessary.

Data Protection Officer
The DPO provides specialist advice regarding:

e personal data;

e data protection compliance;
e data breaches;

e information rights;

e data-sharing arrangements;
e privacy requirements.

Mulberry Schools Trust identifies Satswana Ltd as its Data Protection Officer in its published privacy documentation.
(Mulberry Schools Trust)

13


https://mulberryschoolstrust.org/wp-content/uploads/2025/09/Privacy-and-GDPR-Policy-2025.pdf?utm_source=chatgpt.com

All staff and other adults
Everyone working within the school is responsible for:

e maintaining confidentiality;

e protecting personal information;

e accessing information only where authorised;
e reporting concerns and breaches;

e following Trust and school policies;

e seeking advice when unsure.

The DfE confirms that everyone working in a school has a responsibility to protect personal data. (GOV.UK)

30. Staff Guidance: Five Golden Rules
All staff should remember:

1. Only share what is necessary
Do not share more information than is required.

2. Only share with the right person
Information should only be shared with someone who has a legitimate reason to receive it.

3. Use the right system
Use approved school systems and secure methods of communication.

4. Never promise secrecy
Particularly where safeguarding or welfare concerns may be involved.

5. If in doubt, ask
Speak to the DSL, Principal, senior leader or Data Protection Officer.

31. Confidentiality and Safeguarding: Key Message for Staff
Confidentiality is important, but safeguarding comes first.

If a child tells you something that makes you worried about their safety or welfare:
Listen = Reassure = Do not promise secrecy - Record - Report to the DSL.

Do not investigate the matter yourself.

Do not delay because you are unsure whether the information is sufficiently serious.

Do not assume that data protection prevents you from sharing information necessary to safeguard a child.


https://www.gov.uk/guidance/data-protection-in-schools/responsibilities?utm_source=chatgpt.com

32. Related Policies and Documents
This policy should be read alongside:

e  Mulberry Schools Trust Data Protection Policy;

e Mulberry Schools Trust Privacy Policy;

e Mulberry Schools Trust Code of Conduct;

e  Mulberry Schools Trust Freedom of Information Policy;

e  Mulberry Schools Trust Media Handling Policy;

e  Mulberry Schools Trust Whistleblowing Policy;

e  Mulberry Silverdale Primary Child Protection and Safeguarding Policy;
e  Mulberry Silverdale Primary Online Safety Policy;

e Mulberry Silverdale Primary SEND Policy/Information Report;
e  Mulberry Silverdale Primary Medical/First Aid procedures;

e  Mulberry Silverdale Primary Behaviour Policy;

e school information-security procedures;

e staff acceptable-use arrangements.

Mulberry Silverdale's published policies page directs families and staff to Trust-wide policies for key Trust policies, while
maintaining school-specific policies for areas such as safeguarding, online safety, SEND and behaviour. (Mulberry
Silverdale)

33. Review
This policy will be reviewed annually or earlier where there is:

e achangein legislation;

e achange in statutory guidance;

e asignificant change in Trust policy;

e asignificant change to school systems;

e aserious confidentiality or data-protection incident.

The next scheduled review is September 2027.
Key External Guidance
This policy has been developed with reference to:

e Keeping Children Safe in Education 2026;

e Data Protection Act 2018;

e UK General Data Protection Regulation;

e Data (Use and Access) Act 2025;

¢ Freedom of Information Act 2000;

e Education (Pupil Information) (England) Regulations 2005;

e Department for Education guidance on Data Protection in Schools;
e Department for Education guidance on Privacy Notices;

e relevant Information Commissioner's Office guidance.

The current KCSIE 2026 statutory guidance came into force on 1 September 2026. (GOV.UK)

15


https://mulberrysilverdale.org/policies/?utm_source=chatgpt.com
https://mulberrysilverdale.org/policies/?utm_source=chatgpt.com
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2?utm_source=chatgpt.com

The DfE's current data-protection guidance was updated in July 2026 to reflect the Data (Use and Access) Act 2025 and

other developments, including guidance concerning filtering and monitoring, photographs and videos, and generative Al.

(GOV.UK)
Mulberry Schools Trust and Mulberry Silverdale

Mulberry Schools Trust:
Mulberry Schools Trust — Policies

Mulberry Schools Trust — Data Protection Policy:
Mulberry Schools Trust — Data Protection Policy

Mulberry Schools Trust — Privacy Policy:
Mulberry Schools Trust — Privacy and GDPR Policy

Mulberry Silverdale Primary — Policies:
Mulberry Silverdale Primary — Policies

Mulberry Silverdale Primary — Safeguarding:
Mulberry Silverdale Primary — Safeguarding

Department for Education — Keeping Children Safe in Education 2026:

KCSIE 2026

Department for Education — Data Protection in Schools:
Data Protection in Schools
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